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1. OFbEM JUCIUIIJIMHBI B 3AYETHBIX EJUHUIIAX C YKASAHUEM KOJIMYECTBA
AKAJEMHUYECKHX YACOB, BBIJEJTEHHBIX HA KOHTAKTHYIO PABOTY OBYYAIOIIUXCS C
IPEIIOJABATEJIEM U HA CAMOCTOSTEJIBHYIO PABOTY

33ET
OO0mast Tpy10eMKOCTh
YacoB 1o yueOHOMY IIaHy 108
B TOM YHCIIE:
ayJUTOPHBIE 3aHATUS 10
caMocCTOsTebHas paboTa &9
4acoB Ha KOHTPOIb 9

Pacnpez[enelme YacoB IMCHUILIMHBI 10 KypcaM

Kype 4
Bun 3anaruit vI | PII Hroro
Jlexunn 4 4 4 4
IIpakrnueckue 6 6 6 6
Hroro ayxn. 10 (10 |10 |10
KonrakrhHas padora |10 |10 (10 (10
Cam. pabota 89 1125|189 |125
Yacel Ha KOHTPOJIb 9 9 9 9
Hroro 108 | 144 | 108 | 144
Buae! KOHTpOIIS Ha Kypeax:
OK3aMeH 4 ceMecTp

KonTponbHas pabora 4 ceMecTp




2. IEJIX OCBOEHUSA JUCHUTIIUHBI (MOAY JIST)

2.1

Hens n3yuenns qucnuminHbl « THbOpMaIorHas 6€30IacHOCTEY - 00ydeHHe OCHOBHBIM IPHHITUIIAM HHOOPMaINOHHOM

2.2

6630HaCHOCTI/I, noaxoaaM K aHaJIM3y KOMIIbIOTCPHBIX CUCTEM C TOYKU 3pCHUA PIH(i)OpMaI.IPIOHHOfI 0C30MaCHOCTH U
peIICHUTIO 3a1a9

23

3aIIUTH HHPOPMAIUU

3. MECTO JUCHUIIJIMHBI (MOAYJISAA) B CTPYKTYPE OBPA3OBATEJIbHOU ITPOI'PAMMBI

Hukn (pa3gen) OIL: | b1.B

31

TpeboBaHus K npeIBapUTEeIbHOM MOATOTOBKE 00y4aI0Lerocs:

3.1.1

Pycckuii 3bIK U KyJIbTypa peuu

3.1.2

I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U TEXHOJIOTUHU

3.13

MeToabl ONTUMANIBHBIX PELICHUI

3.14

IIpaBoBeneHue

3.1.5

DKOHOMHKO-MaTEMaTHYECKIE MCTOObI

3.1.6

I/IH(i)OpMaHI/IOHHLIe CHUCTEMBI U TCXHOJIOTHN

3.1.7

Metoasl oNTUMAaTBHBIX PEIICHUN

3.1.8

IIpaBoBeneHue

3.1.9

I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U TCXHOJIOTHHU

3.1.10

MeToabl ONTUMAIIBHBIX PELICHUN

3.1.11

IIpaBoBeneHue

3.1.12

WHdpopManoHHbIE CUCTEMBI H TEXHOJIOTHH

3.1.13

MeTobl ONTUMANIBHBIX PEIICHUN

3.1.14

IIpaBoBeneHue

3.1.15

WHdopmMannoHHbIE CHCTEMBI H TEXHOJIOTHH

3.1.16

Metoasl ONTUMAaIBHBIX PEIICHUN

3.1.17

IIpaBoBeneHue

3.1.18

WHdopMannoHHbIE CHCTEMBI H TEXHOJIOTHH

3.1.19

MeTo1bl ONTUMANIBHBIX PEIICHUN

3.1.20

IIpaBoBeneHue

3.1.21

I/IHq)OpMaLII/IOHHLIC CUCTEMBI U TCXHOJIOTHN

3.1.22

MeTo1bl ONTUMAIBHBIX PEIICHUN

3.1.23

IIpaBoBenenue

3.2

Jducuumiunel (MOIY/IU) U IPAKTHKH, IJIS KOTOPBIX 0CBOEHHE TAHHOMN JUCUMIIJIMHBI (MOYJIs1) HEOOXOTUMO KaK
npeanecTByonee:

321

I/IH(i)OpMaHI/IOHHLIC CHUCTEMBI U TCXHOJIOTMHU

322

MeTo1bl ONTUMANIBHBIX PEIICHUN

323

IIpaBoBenenue

324

HndopmalmoHHbIE TEXHOJIOTHN B MEHEIKMEHTE

325

MeHeKMEHT

3.2.6

IIpaBoBbI€ OCHOBBI IPEANPUHUMATEILCKOM JESITENBHOCTU

327

Texnonormueckast (IIPOSKTHO-TEXHOJIIOTHIECKAsT) MPAKTHKA

328

Metoposorinueckoe odecrieueHre o0ydeHus nob3oBatencit VIC

3.29

MynbpTUMEUIHBIE TEXHOJIOTUN

3.2.10

Hayqﬂo-nccneszaTenchaﬂ pa60Ta (I'IOJ'Iy‘{eHI/IC IIEPBUYHBIX HABBIKOB Hay'{HO-HCCHC,HOBaTCHLCKOﬁ pa6OTbI)

3.2.11

Crparernueckuii MEHEIPKMEHT

3.2.12

DKOHOMHKA OpTaHU3aIIH

3.2.13

busnec-nnanupoBanue

3.2.14

HuadopmanmonHoe obecrieueHne ypaBiIeHNs] OpraHN3allHOHHBIMHA CHCTEMaMHU

3.2.15

Jloructuueckre CuCTEMBbI U YHpaBJICHUE LECIIAMU ITIOCTABOK

3.2.16

Hay‘{HO-I/ICCJ'Ie,HOBaTeJ'ILCKaH pa60Ta

3.2.17

VYnpasieHueckue penieHus B npo(hecCHOHaTbHON eI TeIbHOCTH

3.2.18

DUHAHCOBBII MEHEIKMEHT

3.2.19

BrimonHeHNe U 3aIMTa BBITYCKHOH KBaTHN(DHUKAIHOHHOH PabOTHI




3.2.20 | Texnonoruueckasi (IPOSKTHO-TEXHOJIIOTHIECKast) MPaKTHUKA

3.2.21 | YopaBneHue npoekraMu

3.2.22 | IT-uadpacTpykrypa oprann3ayun

3.2.23 | MlupopManmoHHbIC TEXHOJIOTHA MOOMIBHBIX YCTPOHUCTB

4. KOMIETEHIIUY OBYYAIOIIETOCSl, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI JUCIHUATIINHBI
(MOJY.JIST)

IIK-1 : Cioco6eH ocBanBaTh W NCHOJIB30BATh TEOPETHYECKHE 3HAHNS 1 MPAKTHYeCKHe YMEHHs M HABBIKA B TPeIMETHOMH
00J1aCTH NMPH pellieHN U NMPodhecCHOHATIBHBIX 3a/1a4

[IK-1.1 : 3HaeT CTPYKTypy, COCTaB M AUJAKTUIECKIE SAMHHUIIBI TIPEAMETHON 00acTh (IIperogaBaeMoro mpeiMeTa)

YK-1 : CniocodeH ocylecTBIATh MOUCK, KPUTHYECKUI aHAJIN3 U CMHTe3 HHOPpMAaIMK, IPUMEHSTh CUCTEMHbI MOAX0/ A5
peuleHus MOCTABJIEHHBIX 32124

VK-1.1 : [leMoHCTpHpPYET 3HAaHHE OCOOCHHOCTEH CUCTEMHOTO M KPHTHYECKOTO MBILILICHHS, apTYMEHTHPOBAHHO (hPOPMHpPYET
cOOCTBEHHOE CYXKICHUE U OLIEHKY HH(pOpMAIiy, IpUHIMAaeT 000CHOBAHHOE pEIICHHE

VYK-1.3 : AHanu3upyer UCTOYHUKN MH(OPMAIINH C LEINBIO BEISICHEHNS HX IPOTHBOPEYNH 1 ITOMCKA JOCTOBEPHBIX CY)KICHUH

YK-2 : CnocoGen onpeaeassTh KPyr 3a1a4 B paMKaXxX MOCTABJIECHHOM 1eJIM U BbIOUPATH ONTHUMAJIbHbIE CIIOCO0bI UX pPelleHusd,
HCXO/sl U3 IeCTBYIOIIMX NPABOBBIX HOPM, HMEIOIINXCS PECYPCOB U OrpaHUYeHUI

VK-2.1 : OnpezensieT COBOKYTHOCTh B3aHMOCBSI3aHHBIX 3a/1a4 U PECYPCHOE 00CCIIeUeHHUE, YCIOBHS TOCTHKEHHUS MOCTABICHHON
LEJTH, UCXOJIS U3 JEUCTBYIOIIHMX IPABOBBIX HOPM

VYK-2.2 : OnieHuBaeT BepOSTHBIE PUCKU M OTPaHUYEHUS, OTIpe/ieNsIeT 0XKHIaeMble pe3yJIbTaThl PeIICHNs IOCTaBICHHBIX 3a/1a4

YK-8 : CriocoGeH co31aBaTh U MOQIEPKABATH B MOBCETHEBHOI KN3HU U B IPO(eCcCHOHATbHOI 1esITeJIbHOCTH 0e30nmacHbIe
YCJIOBHS JKH3HEAESATETbHOCTH AJIsI COXPAHEHHS MPUPOTHOM Cpebl, 00ecnedeH s yCTOHIHBOrO Pa3BUTHS 00IeCTBA, B TOM
YyHcJie PH YIPo3e U BOSHMKHOBEHUH YPe3BbIYANHBIX CUTYAIIUH U BOCHHBIX KOH(INKTOB

VYK-8.1 : OnenuBaet (hakTophbl pHCKa, yMEeT 00eCIeYrBaTh JIMYHYIO 0€30MacHOCTh M O€30MACHOCTh OKPYKAIOIIUX B
MTOBCETHCBHOM KHU3HU U B MPO(HECCHOHATLHON IEATEIIbHOCTH

5. CTPYKTYPA U COAEPKAHUE JUCLUILINHBI (MOLY.JIsT)

Kon HaumeHoBaHue pa3jeioB u Cemectp / | Hacos | Unaukaropsl | Jluteparypa | HHTepaxr. IIpumeuyanue
3aHATHS TeM /BUJ 3aHATHSI/ Kypc

Paznen 1. OcHoBHBIE CBeeHHUS
00 uH(popManOHHOI
0e30MacHOCTH




1.1

Beenenue B

“HGOPMAIIMOHHYIO 6€30MaCHOCTD
OcCHOBHBIE TIOHATHUS
nHpOPMANNOHHOH 6€30IMacHOCTH:
JIOKYMECHTHPOBaHHAs
uHbopMaIus,

6e3omacHOCTs HH(OPMAIHH,
KOH(UICHIUATEHOCTD,
LEJIOCTHOCTb,

JOCTYITHOCTH HH(OpMAIIH,
3amnmra

HH(POpPMALINY, CHCTEMA 3aLUThI
nHpOpMaLIUH.
OO01memMeTo10IOTHYECKIe
MIPUHIIATIBI

TeopuH HHPOPMALUOHHOM
6e3omacHOCTH.

ITonsiTHe 1 BUABI yTpo3
“H(POPMALMOHHON 0€30MaCHOCTH.
IlonsTre yrpo3sl
nHPOPMaMOHHOM

6e3zomacuoctu. Knaccuguxarms u
BUJIBI YTPO3 HHOOPMAITHOHHON
6e3omacHocTH. BHYTpeHHNE N
BHEIITHHE HCTOYHHUKH YTPO3
“H(POPMALIMOHHON 0€30MaCHOCTH.
Yrpo3sl yTeuku

nHGOPMAIUH U YTPO3BI
HECAaHKIIHOHHPOBAHHOTO JIOCTYTIA.
OCHOBHBIC JICMEHTHI KaHAJIA
peanH3aIiy yrpo3sl 0€30MacHOCTH
nHpopmanuu. MeToabl
HapYLICHUS
KOH(HICHIIUATHHOCTH,
L[EJIOCTHOCTH

1 JOCTYIHOCTH HH(OPMALHH.
[Ipu4nHbI, BUIBI, KAHAIBI YTCYKH U
nckaxeHus uadopmarn /JIex/

IK-1.1 VK-
8.1VYK-2.1
VK-2.2 VK-
1.1 VK-1.3

J1.1J11.2
JI1.3J11.4
JI1.5J12.1
2.2
J12.3J13.1
313233

1.2

Tlonstue n

BHJBI 3AIIUIIaeMON HH(OPMAIIHH.
IlonsATue u CynHoOCTbH
3aIuIaeMon

napopmanuu. [Ipasa
00513aHHOCTH

obmanarens napopmanuu. Buapt
3anmaeMoi HHpopMaIuu:
rocy/1apCTBEHHas TaiiHa,
ciyxeOHas

TaifHa, mpo)eccHoHaNbHAs TaifHa,
KOMMepuecKasi TaliHa,
MepCOHAJbHbIE

nanHble. [lepeyens cBeneHmit
KOH(UICHITUATLHOTO XapaKTepa.
IlonATue UHTEIIEKTYaIbHOU
COOCTBEHHOCTH U OCOOCHHOCTH €e
3aLLUTHI.

Wndopmannonnas

0€30MacHOCTb KaK 4acTh
HAIIMOHAIBHOH 0€301TacHOCTH.
JokxrpruHa nH(OpMaIHOHHOH
6e3omacuoctu PO.
T'ocynapcTBeHHBIE CTaHIAPTHI B
chepe nHGOPMAITMOHHOH
6e3omacuoctu. /TIp/

IIK-1.1 VK-
8.1 VK-2.1
VK-2.2 VK-
1.1 VK-1.3

JI1.1 J11.2
J1.3
JI1.5J12.1
2.2
JI2.3J13.1
313233




1.3 3amura 12 IK-1.1 YK- J1.1J11.2
TePCOHAIBHBIX JAHHBIX. 8.1 YK-2.1 JI1.3
Wndopmanns, orHocsamascs k [1/1. VK-2.2 VK- JI1.5J12.1
Xpanenue I1J1. ITopsaaox 1.1 VK-1.3 2.2
yHuuToxeHus [1/1. DnexrpoHHbIi JI2.3J13.1
apxus. /Cp/ 313233

1.4 IIpaBoBoii acriexr 10 IIK-1.1 VK- JIT.1JI1.2
nHPOPMANNOHHOH 6€30ITacHOCTH. 8.1 YK-2.1 J1.3
HopmarusHo YK-2.2 VK- JI1.5012.1
-IIPaBOBBIE AKThI 1.1 YK-1.3 J2.2
peryaupyoye AesTeNbHOCTh B JI2.3J13.1
chepe nHGOPMAITMOHHO 212233
6e3omacHocTd. PykoBogsime
JOKYMEHTEHI IT0 3aIllUTe
nHpOpManUN
OT HECAHKIIMOHUPOBAHHOTO
noctyna ®CTIK Poccuu /Cp/

1.5 ITonroToBKa KOHTPOJIBHON PaOOTHI 20 IK-1.1 VK- JIT.1JI1.2
ITepepaboTka H3y4eHHOTO 8.1 YK-2.1 JI1.3
Mmatepuana /Cp/ YK-2.2 VK- JI1.5J12.1

1.1 VK-1.3 2.2
J12.3J13.1
313233
Paznen 2. Opranu3annoHHble
OCHOBBI 00ecTIedeHH s
HHGOPMALMOHHOM 0e301acCHOCTH
HA NpeInpUusiTHH
2.1 OnexrponHas noamuck. /Cp/ 10 IIK-1.1 VK- JI1.1JI1.2
8.1 YK-2.1 J1.3
VK-2.2 VK- JI1.5J12.1
1.1 YK-1.3 J12.2
J12.3713.1
313233

2.2 Mepbl IPOTUBOJICHCTBHS yrpo3am 8 IK-1.1 YK- JIT.1JI1.2
n obecriedeHNsT NHOOPMAITIOHHON 8.1 VK-2.1 JI1.3
6e3zomnacuoctu. ITonuTrka YK-2.2 VK- JI1.5J12.1
nH(pOpMaIMOHHON GE30MMaCHOCTH 1.1 VK-1.3 J2.2
npeanpusaTs. 3amura JI2.3J13.1
nHpOpMAINH KaK KOMILTEKC Mep. 0109233
Kareropuu mep obecniedenus
HHPOPMAMOHHOH 6e30ITacHOCTH.

IIpaBoBas, TexHu4eCKas,
Kpunrorpaduyeckas, Guznueckas
3ammTa HHQOPMAITHH.
OpraHu3aIioHHO-TIPaBOBHIE,
TEXHUYECKUE U
KpUIITOrpapUIECKEe METOIBI
obecrieueHus: HHPOPMAITHOHHOMH
6e3omacroctu. [IporpamMmuo-
anmnapaTHBIE CPECTBA
obecrnieyeHUs] THPOPMALTMOHHOI
6e3omacuoctu. /Cp/

2.3 Pa3paboTka moTUTHKH 2 IIK-1.1 VK- JIT.1JI1.2
nHPOPMANNOHHOH 6e30macHOCTH 8.1 VK-2.1 J1.3
"TpebGoBaHUs 110 0OECTICUCHUIO YK-2.2 VK- JIL.5J12.1
HHGPOPMAIIMOHHOM 1.1 YK-1.3 2.2
6e3onacuoctu". /IIp/ JI2.3713.1

0132

2.4 IlepepaboTka U3y4eHHOTO 8 [K-1.1 YK- JI.1J11.2

matepuana /Cp/ 8.1 YK-2.1 JI1.3
VYK-2.2 VK- JI1.5J12.1

1.1 VK-1.3 2.2
J12.3J13.1
313233

Pazpnes 3. 3amura nadopmanuu
B KOMIIBIOTEPHBIX CHCTEMax




3.1 KomnbrotepHas cucrema Kak 8 IK-1.1 VK- J1.1J11.2
00beKT MH(DOPMAITHOHHOM 8.1 YK-2.1 JI1.3
6e3omacHocTH. OCHOBBI YVK-2.2 VK- JI1.5J12.1
0€30MacHOCTH OTIEPAITHOHHBIX 1.1 YK-1.3 2.2
cucteM. OCHOBHBIE BO3MOKHOCTH JI2.3J13.1
u ¢punbTpanus tpaduka. CeTeBbie 212233
YTPO3BI U METOTBI
TIPOTHUBOAECUCTBHUS UM.

WneHTudukanus u
ayTeHTH(UKAILNS, YIIPaBICHUE
JIOCTYTIOM Y aBTOPHU3AIIHS,
MIPOTOKOJIMPOBAHUE U AYIHUT.
dopmanbHBIE MOJIEITN
6e3omacHoOCTH
aBTOMAaTH3UPOBAaHHBIX cucteM /Cp/

3.2 MeToabl ¥ KpUTEPUH OLIEHKH 9 IK-1.1 YK- JI1.1JI1.2
3aIIMIICHHOCTH KOMITBIOTEPHBIX 8.1 YK-2.1 JI1.3
cuctem. Kpurepuu u xiaccel VK-2.2 VK- JI1.5712.1
3aIMIIEHHOCTH CPE/ICTB 1.1 YK-1.3 J12.2
BBIUUCIIUTEILHON TEXHUKU U JI2.3J13.1
aBTOMaTU3UPOBAHHBIX 21022933
MH(POPMAIIMOHHBIX CUCTEM.

Kpurepuu 6e3onacnoctu
KOMIIBIOTEPHBIX CUCTEM
«OpamxeBast kauray. Oomme
KpuTepHuu 0€30MacHOCTH
HH(POPMAMOHHBIX TEXHOJIOTHIA.
PykoBosiue OKyMEHTBI
Tlocrexxomuccun (PCTOK)
Poccun. Cranmaptsl o
YIpaBJICHUIO HHPOPMAMOHHOM
6e3omacuocteio ISO/IEC
27000. /Cp/

33 @aiinosas cuctema OC Windows. 12 [K-1.1 YK- JI.1J11.2
Toxen pocryna nponecca B OC 8.1 YK-2.1 JI1.3
Windows. ®unbTpoBaHHBIN TOKEH VK-2.2 VK- JI1.5712.1
JIOCTyTIa aIMAHHUCTPATOPA. 1.1 YK-1.3 J12.2
Besonacnocts ¢aiinos B OC JI2.3J13.1
Windows. YpaBieHue 10CTyIIOM. 212233
Opranuzanus aynura uepe3s CCY /1.

Opranu3zanus rao00aasHOTo ayIuTa
C MOMOIIIBI0 yTHIHTHI auditpol.
Onepauuu ¢ NOJIb30BATENSIMU U
rpynmamu. /Cp/

34 Bbe3onacHocTh MOKaIBHBIX 10 I[K-1.1 YK- JI.1J11.2
BBIYHMCIUTENBHBIX ceTeil. MAC u 8.1 YK-2.1 JI1.3
IP agpeca. JlocTymmHOCTD y3110B, YK-2.2 VK- JI1.5J12.1
¢unprparus naketos. [Tonck 1.1 YK-1.3 J2.2
ysi3BuMocTei. Hactpoiika JI2.3J13.1
0€30MacCHOCTH MHTEPHET- 213233
obo3pesateneii. /Cp/

3.5 BpenonocHoe nporpammuoe 2 IIK-1.1 VK- JI1.1JI1.2
o0ecrieyeHre U Mepbl 8.1 YK-2.1 JI1.3
MIPOTHUBO/ICHCTBUSI. VK-2.2 VK- JIL.SJ12.1
Krnaccudurkanus BpeJOHOCHOTO 1.1 YK-1.3 J12.2
ITO. TexHOMOTHN U ATTOPUTMBI JI2.3J13.1
3aIUTHI OT BPEAOHOCHBIX D152 53

nporpamM. AHtuupycaoe [10.
MOHUTOPUHT, OTPaXKEHUE
xubepaTak. MexceTeBble
aKkpanbl. /JIex/

Paznen 4. OcHOBBI
kpunrorpaguu




4.1 Kpunrorpagpuueckue MeToas1 4 8 IK-1.1 VK- J1.1J11.2 0
3anUThl nHpopManuu. Moaenb 8.1 YK-2.1 JI1.3
KpUITOTPaGUIECKOH CHCTEMBI. VK-2.2 VK- JI1.5J12.1
Bunst kxpunrocuctem. OCHOBHBIE 1.1 VK-1.3 J12.2
TpeGoBaHUs K JI2.3J13.1
KPHUIITOrPapUUSCKAM CHCTEMAaM. 213233
Bunsr mmopos. Kpunrorpadus ¢
OTKPBITHIM KITIOYOM.

CoBpeMeHHbIE pocCUICKHE
CTaHIAPTHI IMU(PPOBAHHUS.
Kpunrorpagpuueckue
npoTokosl /Cp/

4.2 IIpuMeHeHHe KPUNTOTPAYUIESCKIX 4 2 IIK-1.1 VK- JIT.1JI1.2 0
cuctem. Mcropuyeckue npuMepsl 8.1 YK-2.1 JI1.3
mudpos. Kpunrorpaduaeckas VK-2.2 VK- JI1.5712.1
cucrema RSA. /Tlp/ 1.1 VK-1.3 J2.2

JI2.3J13.1
313233

4.3 GNU Privacy Guard - mporpamma 4 10 IK-1.1 YK- JI.1J11.2 0
Jutst mdpoBaHus HHGOPMANUHT U 8.1VYK-2.1 J1.3
co3naHust nuppoBoi VK-2.2 VK- JIL.5J12.1
moamucu. /Cp/ 1.1 YK-1.3 J12.2

JI2.3J13.1
2122933
Pazgea S. lloaroroBka k
HTOT0BOMY KOHTPOJIIO

5.1 IToaroroBka K UTOTOBOMY 4 9 IIK-1.1 VK- JI1.1 J11.2 0 6) ]

KOHTPOIIO /DK3aMeH/ 8.1VYK-2.1 J1.3
VK-2.2 VK- JI1.5012.1

1.1 VK-1.3 2.2
JI2.3713.1
313233

6. POHJ] OLIEHOUHBIX CPEJICTB

6.1. KoHTpoOJIbHBIE BONPOCHI M 3aJaHUS

1. KOHTPOJIBbHBIE BOITPOCBI JJJIAI ITPOBEAEHM A ITPOMEXYTOYHOU ATTECTALIMU 110 U'TOI'AM OCBOEHUA
JUCHUIUIMHBI (MOAYJIA)
IIpomexyTouHas arTectTanus npoBoautcs B popme urorosoro koHTposs (UK) mo aucuummise:
KVYPC: 4

®dopma: 3K3aMeH

Bomnpocsl i npoBeieHUs SK3aMeHa:

1. OcHOBHBIE NOHATUS HHPOPMALMOHHO 6€30MacHOCTH.
2. Poxnp uH(opMaoHHOH 6€30I1aCHOCTH B 00ECIIEUCHNH HAIIMOHAIBLHON 0€3011aCHOCTH roCy1apCTBa.
3. 3aKOHOIAaTENBCTBO B 00JIaCTH HHPOPMATMOHHOM 6€30ITacCHOCTH
4. Yrpo3sl 6e30macHOCTH HHPOPMAIMOHHBIX U TEIEKOMMYHUKAIIHOHHBIX CPEICTB U CUCTEM.
5. BHeminue 1 BHyTpeHHHE UCTOYHUKH YIPo3 HH(POPMAIIMOHHON 6€30MacHOCTH

6. KommproTepHas cucTeMa Kak 00beKT HH(POPMAIIMOHHOH 0€30MacHOCTH.
7. O6mast xapaKTepHUCTHKA METOAOB U CPEJCTB 3alIUTHI HH(POPMAIIHN.
8. OpraHu3anMOHHO-IIPAaBOBbIE, TEXHUUECKUE U KPUITOTpaduIeckre METoAbI o0ecrieueHus: HH(OPMAIIMOHHON 6€30MacCHOCTH.
9. CoBpeMeHHbIE TPeOOBaHMUS K KPUIITOTPAUIECKIM CHCTEMAM.

10. Buzsr kxpuntorpaMaecKux CUCTEM.

11. Uctopuyeckue BUIBI IUPPOB.

12. Yro mpuHATO HOHUMATH MO yAATEHHON aTakon?

13. Kitaccn¢uxarms yaaaeHHbBIX aTak.

14. Kakue nporpaMMsl SIBIISIFOTCS BPEIOHOCHBIMH?

15. Knaccudukanus KiacCH4ecKux BUPYCOB

16. Crioco0Obl 3apakeHHusl KOMITBIOTEPHBIMUA BUPYCaMU

17. Ilpu3Hakyu 3apa>xeHUsI KOMIIBIOTEPA

18. KocBeHHBIE IPU3HAKU 3apa’keHUS] KOMIIBIOTEpa

19. leiicTBUsI pU NMOSBIEHUH IPH3HAKOB 3apaXKeHUs BPEJJOHOCHOH IporpaMmoit
20. ICTOYHHUKHA KOMITBIOTEPHBIX BUPYCOB
21. I'moGasnbHBIE CETH U MJIEKTPOHHASI O0YTA KaK HCTOYHHK KOMIIBIOTEPHBIX BUPYCOB
22. JlokanpHBIE CETH KaK ICTOYHHUK KOMITbIOTEPHBIX BUPYCOB
23. OCHOBHBIE NTPABUJIA 3aLIUTHI OT KOMIIBIOTEPHBIX BUPYCOB
24. AHTUBUPYCHBIE IPOIPaAMMBbI




25. Buzbl aHTHUBUPYCHBIX IIPOTPaMM

26. VndopmannonHast 6e30MacHOCTb B CUCTEME HAalMOHAIBHON Ge3omacHocTr PO.

27. CocTaB ¥ cofepkaHne HApaBJIeHUH HHYOPMAITMOHHON 0€301TaCHOCTH.

28. IlpaBoBas 6a3a obecredeHHs HH)OPMAIOHHON 0€30MaCHOCTH INYHOCTH (00IIeCTBa, FOCy1apCTBa).
29. Yrpo3bl HHPOPMALMOHHON 6€30MacHOCTH U (DaKTOPbI, BO3AECHCTBYIOIINE Ha HHPOPMAIHIO.

30. [IpuuuHel, BU/IBI, KaHAIBI YTEUKNA U UCKKEHNE UH(POPMALIH.

31. BHyTpeHHHE U BHEITHHE YTPO3BI HHPOPMAMOHHOH 0€301IacHOCTH.

32. CocraB U cofepkaHNe HapaBIeHUH HHYOPMAIIMOHHON 0€30MaCHOCTH.

33. IIpaBoBas 6a3a obecrieueHUst ”HPOPMALMOHHOH 6€30M1acHOCTH JIMYHOCTH (0011eCTBa, TOCYAaPCTBA).
34. Bust vHGOpMAITHY ¢ TOYKA 3peHSI THHOPMAITMOHHONW 0€30IaCHOCTH.

35. MaTepecsl TuIHOCTH (00IIeCTBa, TOCYAapCTBA) B HH(DOPMAIMOHHOH chepe.

36. OcHOBHBIE HOPMATUBHO-IIPABOBBIE aKThI B 00JIaCTH WHPOPMALMOHHON 0€30IacCHOCTH.

37. IlpuuuHel, BU/IBI, KaHAIBI YTEUKNA U UCKKEHNE NH(POPMALIH.

38. Ua(popManmoHHOE OpYXKHE, eT0 KIACCH(PUKAIUI U BOZMOKHOCTH.

39. MeToap! HapylIeHUs KOH(QUICHINAIBHOCTH (IIeTOCTHOCTH, JOCTYIHOCTH) HH(OPMAIIHH.

6.2. TeMbl NUCbMEHHBIX padoT

Kontponsnas padora mo teme "IlocTpoeHue cucTeMbl HHOOPMAIOHHON 0€30MaCHOCTH MPeANpUsITUs" BKIIOUAeT CIeAyIOIIHe
OCHOBHBIC Pa3/IECIIbI:

1. PazpaboTka monutuku obecredeHnst HH(GOPMAIMOHHOH 6e301MacHOCTH
2. 3akOHO/IATENbHBIN YPOBEHD

3. OpraHu3alMoHHbIN YPOBEHb

4. IIporpaMMHO-TEXHUYECKUH yPOBEHb

6.3. Ilpouenypa oueHnBanus

1. TIOKA3ATEJIN, KPUTEPUU U IIKAJIbI OHEHVMBAHMA KOMITETEHIIUN

Onenka copMupoBaHHOCTH KomneTeHIMK y ctyaeHToB HUMU JIon’AY u BeicTaBieHre OLIEHKH MO OTACTHHON TUCIUTUINHE
BEJICTCS CICIYIOMNM 00pa3oM: JUIs CTYICHTOB OYHOU (POPMBI OOYUCHHSI HTOrOBAsl OL[CHKA MO TUCLHUILIHHE BbIcTaBisiercs mo 100-
OaJUTBHOM CHCTEME, a 3aTeM TIEPEBOMTCS B OIICHKH OTIIMIHOY, «XOPOIIO», «YIOBICTBOPHTEIEHOY, «HEYIOBICTBOPUTEILHOY.
Bricokuii ypoBeHb OCBOCHUS KOMITETEHIIMH, HTOTOBAsI OIIEHKA MO JUCHUIUINHE «O0TIYHO» (90-100 6anioB): riry0boKo U MPOYHO
YCBOWJI IPOTpaMMHBIIl MaTepHuall, HCUEPIBIBAOIIE, [TOCTIEI0BATEIBHO, YETKO U JJOTUYECKH CTPOMHO €ro U3jiaraet, yMeeT TECHO
YBSI3BIBATE TEOPHIO C PAKTHUKOH, CBOOOIHO CIPABIICTCS € 3aJa4aMH, BOIIPOCaMH U IPYTHMH BUIaMH IIPUMCHCHUS 3HAHUH,
MpUYeM He 3aTPYIHSETCS C OTBETOM IPH BUIOW3MEHEHUH 3a/IaHHA, CIIONB3YeT B OTBETE MaTepral MOHOTpadhuIeckon
JUTEPaTyphl, MPABHIBHO OOOCHOBBIBAET MPHHATOE PELICHUE, BIaeeT PA3HOCTOPOHHUMH HABBIKAMH U IIPHEMaMH BBITIOTHEHHS
npakTUYecKux 3a1a4. CHCTEMHO U IUIAaHOMEPHO PadOTaeT B TeYeHHH ceMecTpa. [10BBIIICHHBIH YPOBEHb OCBOCHHUS KOMIICTEHIIUH,
WUTOTOBAsI OIICHKA MO JUCHHUIUTNHE «XopoIro» (75-89 6aymioB): TBepAO 3HAET MaTEpUA, TPAMOTHO U 10 CYIIIECTBY H3JIaraet ero, He
JIOITYCKas CYIIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOMPOC, PABUIILHO MPUMEHSET TEOPETHUESCKUE TTOJIOKEHHS MIPU PEIICHUN
MPaKTHYECKUX BOIIPOCOB U 3a]a4, BiaJeeT He0OOX0JUMbIMHA HaBBIKAMU U IPHEMaMH UX BBINOJIHEHUS. CUCTEMHO U TNIAHOMEPHO
pabotaeT B TeueHHH cemecTpa. [IoporoBelil ypoBeHb OCBOESHUS KOMIIETEHLIMI, HTOrOBast OLIEHKA 10 JUCLUILINHE
«yZIOBIETBOPHUTENBHO» (60-74 Oaina): MMeeT 3HaHUS TOIHKO OCHOBHOTO MaTepHaia, HO He YCBOWII €T0 JIeTaleH, JOIyCcKaeT
HETOYHOCTH, HEAOCTATOYHO MPaBUIbHBIE POPMYIUPOBKH, HAPYIICHHUS IOTHYECKOH MOCIEI0BATENILHOCTH B U3JI0KEHUHI
MIPOrPaMMHOI0 MaTepualla, UCHBITHIBAET 3aTPyAHEHHS IPU BBIOJHEHUH NIPAKTUUECKUX PaboT. [IoporoBelil ypoBEeHb OCBOCHHUS
KOMITETCHITUH He chOpMUPOBaH, UTOTOBAs OIIEHKA TI0 TUCIUILTMHE «HEYIOBJICTBOPUTEIHHO» (MeHee 60 0aioB): He 3HACT
3HAYUTEIHHON YaCTH MPOrPAMMHOTO MaTepraa, IOMyCKaeT CyIeCTBEHHbBIE OMNOKU, HEYBEPEHHO, C OONMBIINME 3aTPYAHEHUSIMH
BBINOJIHSET NpakTHyeckue pabotsl. Kak npaBuio, orieHKa «HeYIOBIETBOPUTEIBHOY» CTABUTCS CTYJEHTaM, KOTOPbIE HE MOTYT
HPOJOJDKUTE 00ydeHne 0e3 JOTOHUTENBHBIX 3aHATHI IO COOTBETCTBYIOMICH TUCHUILIHHE. KpUTepHH OICHKH YPOBHS
c(hOopMHUPOBaHHOCTH KOMITETSHITNI 1 BHICTaBIICHHE 0aJIOB MO pacuyeTHo-Tpadudeckot padote (1o 10 6ammoB, 3a4TeHO/HE3aUTEHO):
COOTBETCTBHE COJEPKAaHUS paOOTHI 3aIaHHIIO0; TPAMOTHOCTh U3JI0KEHUS B KaueCTBO 0(OpMIIEHHsI pabOThI; COOTBETCTBHE
HOPMATHBHBIM TPEOOBAaHHUSIM; CAMOCTOSTEIFHOCTD BBITIOIHEHHUS pabOThI, IITyOMHA IPOPadOTKA MaTepHalia; UCIIOJIb30BaHHE
PEKOMEHIOBaHHOMN M CIIPAaBOYHOM JTUTEPATYPHI; MPABUIBHOCTh BBHITIOJHEHHBIX PACUYETOB U rpad)MuecKoii 4acTH; 000CHOBAaHHOCTH U
JIOKA3aTeILHOCTH BEIBOJIOB.

2. METOJJUYECKWUE MATEPHUAJIbI, OTIPEJIEJISIOLIME ITPOLIE/TY Pbl OLIEHUBAHWS 3HAHWM, YMEHUI,
HABBIKOB U (MJIN) OTIBITA JEATEJIBHOCTHU, XAPAKTEPU3YIOIIUE DTAIIbI ®OPMUPOBAHUS KOMITETEHLIMIA
OOmuit mopsIIOK MPOBEAECHUS MIPOLEAYPHI OLICHUBAHUS 3HAHUH, yMEHU, HABBIKOB U (JIH) OIBITA AESTENbHOCTH, COOTBETCTBHUE
MHJIMKAaTOpaM JIOCTHXEHUS COPMHUPOBAHHOCTH KOMIICTEHIIMH ONpE/IeiieH B CIIEAYIOIINX JIOKAJIbHBIX HOPMAaTHBHBIX aKTax: 1.
[TonoxeHwne o TeKyIen aTTecTanuu 3HaHni ooy4datonmxcs B HUMU JITAY (B neiictByromedt penakuuu). 2. [TonoxeHue o
MPOMEXXYTOYHOM aTTeCTalMy 00yJarOIIUXCs [0 IPOrpaMMaM BBICIIETO 00pa3oBaHus (B JEHCTBYyONEH pefakuun). JloOKyMeHTH
pasmeleHsl B cBOOOIHOM aocTyrne Ha opunuansHoM caiite HUMU Joul’AY https://ngma.su/ B pazaene: [maBnas
crpanuna/Ceenenus 006 00pazoBaTenbHON oprann3anuy/JIokaabHble HOPMATHBHBIE AKTHI.

6.4. IlepeyeHb BH/I0B OLICHOYHBIX CPEACTB

1. OHEHOYHBIE CPEJACTBA TEKYIIET'O KOHTPOJIS: - TecThl 1 OMIETHI 1T POBEACHHS IPpoMexyTouHoro kouTpoiis (TTK)
u tekymero kKoHTpoist (TK). Xpansarcs B OyMa)kxHOM BHIE Ha COOTBETCTBYIONIEH Kadenpe; - pa3aeinbl HHINBHIYATbHBIX 33 aHIH
(mMCHMEHHBIX PaboT) 00YUAIOLIUXCS; - OTYETHI 0 Ta00PaTOPHBIM paboTaM oOydaromuxcs; - 3aaa4u u 3aaanus. 2. OHEHOYHBIE
CPEJICTBA ITPOMEXYTOYHON ATTECTALIMU: - KoMIieKT GHIeTOB s 9K3aMeHa. XPaHHTCS B OyMaKHOM BHJIE Ha
cooTBeTcTBYIOmEH Kadeape. [TommexxuT exeroqHoMy 0OHOBIECHHIO U IIepeyTBEPIKAeHHIO. UNCIIO BApHAHTOB OMJICTOB B KOMIUIEKTE
HE MCHEe YHCIIa CTYJCHTOB Ha SK3aMeHE.




7. YHEBHO-METOJUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI (MOAY JIS)

7.1. PexoMeHnayemasi 1uTeparypa

7.1.1. OcHoBHAs1 JIMTEpaTypa

ABTOpBI, COCTaBUTENN

3ariaBue

W3nmarenscTBO, TOI

JI1.1 | Hmeiinos B. 4. Hudopmanmonnas 6€301macHOCTh U 3aIuTa HHGOpMAIIH: Mocksa ; bepnun: lupexr-
TEopHsl U TIpaKTUKa: yaeOHoe mocodne Menwua, 2020,
https://biblioclub.ru/index.php?
page=book&id=571485
JI1.2 | MopryHos A. B. HudopmanmonHas 6€30MacHOCTh: yIeOHO-METOINUECKOES HoBocubupck:
nocobue HoBocubupckmit
roCyIapCTBEHHBIH
TEXHUYCCKU YHUBEPCHUTET,
2019,
https://biblioclub.ru/index.php?
page=book&id=576726
JI1.3 | I'pomzenckuii . C. HNudopmanmonHas 6e30macHOCTb: yueOHOe mocodue Mocksa: [Ipocmekr, 2020,
https://biblioclub.ru/index.php?
page=book&id=607433
JI1.4 |coct: E. P. Kupkonyn, [HWupopmanuonHas 6e30macHOCTb: yueOHoe mocodue Bapnayn: Antl'TlY, 2017,
I0.I". Cxypbinun, E.M. https://e.lanbook.com/book/112
CkypblayHa 164
JI1.5 |Hcmarumosa A. C., Hudopmanmonnas 6€30macHOCTh B IH(POBOM OOIIECTBE: VYa: bamkupcxkuii
Canos U. B., yuaeOHOe mocobue roCyZapCTBEHHBII
Ilaranos U. A., yHHUBepcuteT, 2019,
Kopamiosa A. A. https://biblioclub.ru/index.php?
page=book&id=611084
7.1.2. lonoJHUTEIbHAS JIUTEpaTypa
ABTOpBI, COCTaBUTENN 3arnaBue W3natenscTBo, ron
JI2.1 [Ky6amesaE. C., MudopmaTnka 1 BEIMUCINTETbHAS TEXHUKA | HHPOPMaIMOHHAS Homxkap-Omna: III'TY, 2019,
Manamkesuu U. A., 0e30MacHOCTb aBTOMATU3UPOBAHHBIX CUCTEM: yUeOHO- https://biblioclub.ru/index.php?
Yekynaena E. H. METOAMYECKOE TOCOOHe page=book&id=562246
JI2.2 | ®ununmos b. U., HNudopmanmonnas 6e3omacHOCTh. OCHOBBI HAISKHOCTH cpecTB | Mocksa ; bepnun: JTupekr-
Ilepcrresa O. I CBSI3M: yueOHHUK Menua, 2019,
https://biblioclub.ru/index.php?
page=book&id=499170
JI2.3 |bacesa E. A. CucreMHOE aIMHHUCTPHAPOBaHUE ¥ HHPOPMAMOHHAS HoBocubupck:
6e3omacHOCTh: yaeOHoe mocobue HoBocubupckmit
roCyZIapCTBEHHBII
TEXHUYECKUN YHUBEPCHUTET,
2018,
https://biblioclub.ru/index.php?
page=book&id=575325
7.1.3. MeTonnueckue pa3padoTku
ABTOpBI, COCTaBUTENN 3arnaBue W3narenscTBO, TOI
JI3.1 |coct.: T.H. Karanosa, |WupopmannonHas 6€30macHOCTb: 1a00paTOPHBINA MPAKTUKYM [epms: TITTTIY, 2018,
JI.C. T'ankuHa, P.A. https://e.lanbook.com/book/129
Knanos 509
7.2. IlepeueHnb pecypcoB HH(OPMALMOHHO-TEJIEKOMMYHHKAIMOHHOI ceTu "UHTepHeT"
7.2.1 YHuBepcHuTeTCKas OMOIMOTEKa OHIIAlH : AJIeKTpoHHO- | https://biblioclub.ru
oubnuoreynas cucrema (ObC) / OO0
Hupexrmenuallabaummnr. — URL:
http://biblioclub.ru/. - Pexxum nocryma: s
3apeructp. unrareneit ObC YHuBepcurerckas
6ubnuoTeka oHnaitH. - TekcT: a1eKTpoHHBIH https
722 Microsoft 365: caiit / Microsoft. - URL: https://www.microsoft.com/ru-ru/

https
https

https://www.microsoft.com/ru-ru/. - Pexxum mocryma:
cBOOOAHBIH. - TekcT, n300paxkeHue : IEKTPOHHBIC




723 OnekTpoHHAs HH(POPMAIIMOHHO-00pa30BaTeNbHAs
cpena nactutyta - Odunuansheiii caiit HUMU
®I'BOY BO [louckoit TAY / HUMU ©T'BOY BO
Houckoit 'AY. - URL:www.ngma.su. - Pexxum
JIOCTYyTA: TI0 JIOTUHY-Napoo. - TekcT, n3odpaxeHue

http://www.ngma.su

AIIEKTPOHHBIC
7.3 IlepeyeHb NPOrpaMMHOIO odecrevyeHust

7.3.1 AdobeAcrobatReader DC JIMIIeH3MOHHBIN TOTOBOP HA MPOTrpaMMHOE 00eCTICUeHHE s
MepCOHAIBHBIX KOMITbIoTepoB Platform
Clients PC_ WWEULA-ru_RU-20150407 1357
AdobeSystemsIncorporated (6eccpodHO).

7.3.2 Opera

7.3.3 Googl Chrome

7.3.4 Yandex browser

7.3.5 7-Zip

7.3.6 [IporpamMmHast cuctema st oOHapyskeHHsI TeKCTOBBIX | JInnensuonusiit forosop Ne 8047 ot 30.01.2024 r.. AO

3aMMCTBOBAaHMI B y4eOHBIX U HAy4YHBIX paboTax «AHTUIIATHAT»
«Antunnaruar. BY3» (uaTepHeT-Bepcus);Momyis
«IIporpaMMHBIH KOMIUIEKC IOUCKA TEKCTOBBIX
3aMMCTBOBaHMH B OTKPBITHIX HCTOUHUKAX CETU

HHTCPHET»

7.3.7 MS Windows XP,7,8, 8.1, 10; Cyo6numen3nonnsiii gjorosop Ne502 ot 03.12.2020 r. AO
«Cod1Jlaita Tpeita»

7.3.8 MS Office professional, CyO6nunen3uonnsIii goroBop Ne502 ot 03.12.2020 r. AO
«CodrJlaiin Tpeiia»

7.3.9 Microsoft Teams [IpenocraBnsercs 6ecryaTHO

7.3.10 Snort 3.1.18.0 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007

7.3.11 GNU Privacy Guard 2.3.4 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007

7.4 llepevyenb NHGOPMAIMOHHBIX CIPABOYHBIX CHCTEM
7.4.1 ba3er nanabix OOO Hayunas anexrpoHHas http://elibrary.ru/
OubIMoTEKA
7.4.2 Basel ganueix OO0 "PernoHanbHbIH

MHPOPMAIMOHHBIA MHJEKC TUTUPOBAHHS"

9. METOUYECKHE YKA3AHMUS U1 OBYYAIOIIIUXCS IO OCBOEHUIO JUCHUTIIUHBI (MOAY JIS)

1. ITomoxeHue 0 IPOMEKYTOTHON aTTecTalNy 00YJAIOMINXCS IO TIPOTrpaMMaM BEICIIEro 00pa3oBaHUs (BBEACHO B ICHCTBHE
npukazoM aupekropa HUMU [lonckoit TAY Ne3-OJ] ot 18.01.2018 r.) /HoBouepk. nax.-menuop. uH-T JloHckoit [AY. -
HoBouepkacck, 2018. - URL: http://ngma.su (gara ooparenust 26.08.2021). - TekcT : 31eKTPOHHBIH.

2. ITomoxeHue o Tekymiei arrectarn odoydaromuxes 8 HUMU [ITAY (BBeneHo B neficTBre puka3oM aupekropa Nell9 ot 14
utoist 2015 r.) / HoBouepk. nrx.-menuop. uH-T JloHckoi AY. - HoBouepxkacck, 2015. - URL: http://ngma.su (nata oOpamieHus
26.08.2021). - Texker : anexkrpoHHbIN. 3. Tunossie (OPMBI TUTYIIBHBIX JJUCTOB TEKCTOBOM TOKyMEHTAIIMH, BBIOIHAEMON CTyI€HTaMU
B yueOHOM Tiporiecce / HoBouepk. urk.-Menuop. uH-T JloHckoit [AY .-

HoBouepkacck, 2015. - URL: http://ngma.su (nara oopamenust 26.08.2021). - TekcT : 31€KTPOHHBIH.

4. Meroandeckue yKa3aHHS [0 CAMOCTOSITEIbHOMY M3yUCHHIO TUCIUILIHHEL (IPUHATH Y4eOHO-METOJUIECKIM COBETOM
MHCTUTYTA, MPOTOKOT Ne 3 oT «30» aBrycta 2017 r.) / HoBouepk. urk.-Menuop. uH-T JloHckoit [AY. - HoBouepkacck, 2017.-URL:
http://ngma.su (gara oopamenwus: 26.08.2021). - TekcT : 3MEKTPOHHBIN.
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